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Encl : (1) SPAWAR Wb Site Adm nistration Rules and Cui delines

1. Purpose. This instruction prescribes policy guidelines and
responsibilities for the devel opnent and inplenentation of Wrld
Wde Wb (WWN sites at SPAWAR Headquarters, Echelon 1|1

Commands and Activities. The term “SPAWAR Cl ai mancy” is used to
address the SPAWAR organi zation as a whole and the terns “WW
sites”, “web sites”, and “web pages” are used to generally
descri be various types of linked information avail able on the
public Internet or SPAWAR intranets. See definitions
(paragraphs 3a and 3b).

2. Background. The DoD and the Departnent of the Navy have
established policy and assigned responsibilities related to
establishing, operating, and maintaining mlitary sites on the
WWN The WWVis an extremely powerful public information tool
and its use, within the guidelines contained in this instruction
and references (a) through (p), is encouraged. This instruction
assigns responsibilities and prescribes policies inplenenting
references (a), (b), and (c) within the SPAWAR O ai mancy, to
ensure appropriate use of the WWVto provide restricted-access
information to internal audi ences and public information to a

gl obal audi ence.

3. Definitions

a. SPAWAR d ai mancy. SPAWAR Headquarters, and Echelon |1
Commands and Activities.

b. SPAWAR World Wde Wb site. Any public or restricted-
access SPAWAR web site designed, devel oped, procured, or managed
by SPAWAR activities and their contractors or consultants,
whet her publicly or not publicly accessible. A web site is a
coll ection of one or nore |inked pages accessible via SPAVAR
intranets or the public Internet and is intended to provide
information to specific or general audiences.

c. Section 508. The Workforce Investnent Act of 1998,
Public Law 105-220, was enacted on 7 August 1998. Title IV of
the Act is the Rehabilitation Act Amendnents of 1998.

Subsection 408(b) anmended section 508 of the Rehabilitation Act
of 1973 (29 U.S.C. 794d). Subsection 508(a)(1l) requires that
when Federal departnments or agenci es devel op, procure, maintain,
or use Electronic and Information Technol ogy (EIT), they nust
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ensure that the EIT all ows Federal enployees with disabilities
to have access to and use of information and data that is
conparable to the access to and use of information and data by
ot her Federal enployees. Section 508 also requires that
individuals with disabilities, who are nenbers of the public
seeking information or services froma Federal departnent or
agency, have access to and use of information and data that is
conparable to that provided to the public without disabilities.
Conparabl e access is not required if it would inpose an undue
bur den.

d. Private Wb Server. A web server that is designed for
and/ or provides information resources that are limted to a
particul ar audience (i.e., DoD) or a subset thereof, including
web servers that provide interfaces to e-mail systens. A
private web server restricts or attenpts to restrict genera
public access to it. Any DoD operated web server that provides
any information resources that are not intended for the general
public is a private web server.

e. Governnent Information Locator Service (ALS). dLS
identifies public information resources throughout the U. S.
Federal Governnent. |Information about G LS requirenents and
instructions on how to receive the on-line subm ssion formis
avai |l abl e on DefenseLI NK, http://ww.defenselink.ml/] under
"Search” or http://sites.defenselink.ml|/. Under “organization
information,” the “Mjor Conponent” field will be “United States
Navy” .

4. Policy. It is the policy of the Commander, Space and Naval
Warfare Systens Comrand that devel opnment and inpl enentati on of
SPAWAR web sites wll be foll owed as per enclosure (1).

5. Responsibilities

a. The Chief Information Oficer (SPAWAR-08) is responsible
for adm ni stering the SPAWAR Wb Policy and:

(1) WII ensure that:

(a) All private web servers (see Definitions
section) use encryption and have installed on thema DoD Public
Key Infrastructure Wb-server Certificate as per reference (d).
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(b) Al SPAWAR C ai nancy conply with section 508 as
per references (e) and (f). The SPAWAR Cl O ( SPAWAR- 08) shal
act as the point of contact (POC) for section 508 conpliance
actions. Section 508 pertains to both public and restricted web
sites.

(c) Al SPAWAR sponsored information (i.e., any
information residing on a governnment server under the
spawar. navy. m | domai n), whether public or password protected,
mai nt ai ned by governnent personnel or contracted IT services, is
hosted on Informati on Assurance (1 A) certified servers on
gover nment property under the spawar.navy.m | domai n extension.
Those web sites not currently so hosted will be transitioned.
Contractors previously supplied with navy.spawar.m | addresses
will return the URL i mediately to SPAVAR

(d) All SPAWAR web servers (hosting sites in the
spawar . navy.m | or nosc.m| domains) are afforded nmultiple
| evel s of physical protection. They shall be |ocated on Navy
property in a gated conpound requiring a SPAWAR | D badge, and
shall be in a controlled access roomrequiring either an
el ectroni c badge entry system or assigned key entry.

(e) Ensure that all web server operators and
mai nt enance personnel receive training in operational,
technical, and information system security issues relating to
web site activities, or have access to appropriately trained
i ndi vi dual s.

(f) Al personnel who inplenent and nmaintain the web
server environment are certified in accordance with reference

(9).

(g) Public web pages (those requiring no password
aut hentication or a secure socket |ayer (SSL)) are hosted on
different servers fromthose used to host restricted sites.
Servers used to host public web pages shall reside outside
SPAWAR firewalls.

(h) All web servers that enploy ldentification and
Password Protection are configured with secure protocols (e.g.,
SSL) in order to provide a transm ssion |evel of encryption
bet ween client and server machi nes.
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(1) All public and restricted web site devel opnent
conplies with the Navy's firewall policy as contained in
reference (h).

(j) A database of all SPAWAR public and restricted
web sites is created and nai ntai ned.

(k) Procedures for registering SPAWAR web sites are
pr omul gat ed.

(1) Upgrades and enhancenents to SPAWAR public and
restricted web sites are provided.

b. The Public Affairs Oficer (SPAWAR-00P) is responsible
for adm nistering the SPAWAR Public Wb Site. SPAWAR O0P wi || :

(1) Review all current SPAWAR public web pages for
adherence to enclosure (1), reference (j), and the OOP approved
standard tenplate for SPAWAR public web sites, represented by
t he mai n SPAWAR public page at
<http://enterprise.spawar.navy. ml/spawarpublicsite/>  SPAWAR

OOP will normally review new SPAWAR public web pages submtted
for approval from SPAWAR managers within five (5) working days
and will return with conment those pages that are not conpliant.

(2) Conduct periodic reviews of SPAWAR public web sites
to ensure conpliance with enclosure (1).

(3) Register all publicly accessible web sites with the
government information |ocator service (G LS) as per reference
(1) (see Definitions section).

c. SPAWAR d ai mancy Managers who sponsor web sites wll
ensure that:

(1) Al current SPAWAR public web sites under their
jurisdiction are transitioned to the O0OP approved standard
tenpl ate for SPAWAR public web sites, per paragraph 5b(1) above.
Contact OOP for the | atest approved tenplate. |[|f web pages
submtted for review by OOP are returned with cormment, it is the
responsibility of the web page nanager to incorporate al
requi red changes and resubmt to OOP. It is in the best
i nterest of SPAWAR nanagers who are devel opi ng public web pages
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to invol ve SPAWAR OOP at the beginning of the process to insure
early conpliance and stream ined review and approval.

(2) A page content manager and techni cal manager
(Responsi ble Authority) have been identified for each public and

restricted web site under their jurisdiction. Information for
contacting the appropriate content and technical web nmasters
shall be included on the site's "hone page". When necessary,

the content manager shall follow | ocal procedures inplenenting
reference (k).

(3) Each public and restricted web site under their
jurisdiction is registered with SPAWAR 08-2, per paragraphs
5a(1)(j) and 5al(k) above.

(4) The necessary information is provided to PAO for
G LS registration of each public web site under their
jurisdiction, per paragraph 5b(3) above.

(5) A privacy and security notice is provided to users
of each publicly accessible web site through prom nent display
or announcenent on at |least the first page of all major sections
of each web site. Providing a statenent such as "Pl ease read
this privacy and security notice" linked to the actual notice is
satisfactory. The Privacy and Security Notice is |ocated at
http://enterprise.spawar.navy. ml/spawar publicsite/ warning.cfn

(6) Al rules specified in paragraph 11 of the Rul es
section in enclosure (1) are foll owed when considering the use
of any material from nonfederal sources (including material that
m ght be trademarked or copyrighted) in a web site.

6. Action. Addressees will adhere to the policy guidelines and
responsibilities as defined in this instruction.

/sl
K. D. SLAGHT

Di stribution:
SPAWAR List 6
SNDL Part 1I1:
FKQ ( SPAWARSYSCTRS and Activities)
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Copy to:
FKR10 ( SPAWAR Reserve Centers)
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SPAWAR WEB SI TE ADM NI STRATI ON RULES AND GUI DELI NES

1. The SPAWAR C ai mancy provides the follow ng rules and
guidelines to facilitate proper use of public and restricted web
sites. These rules and guidelines are in accordance with
official DoN policy, as contained in reference (a). Each rule
or guideline pertains to public web sites, restricted web sites,
or both, according to the follow ng sections. For further
clarification, please contact SPAWAR 08C or O0OP.

a. Section headings:

(1) Rules guiding the creation and devel opnent of
command public web sites,

(2) Rules guiding the creation and devel opnent of BOTH
command public and restricted-access web sites,

(3) Al publicly accessible web sites MJUST CONTAIN t he
fol | ow ng,

(4) Al publicly accessible web sites MJUST NOT CONTAI N
the foll ow ng,

(5) Any public or restricted-access web site MAY CONTAI N
the foll ow ng.

b. Rules guiding the creation and devel opnent of comand
public web sites:

(1) Sites nust have a clearly articul ated purpose,
approved by the commander, that supports the command’ s
activity/ mssion.

(2) Sites nust reside within their respective Activity’'s
primary public web site. For exanple, all SPAWAR HQ public web
pages shall reside within the SPAWAR HQ primary public web site.

(3) Sites nust be protected fromnodification on systens
exposed to public networks in accordance with references (n) and

(0).

(4) Sites nust conply with the Privacy and Freedom of
Information Acts. This includes the rel ease of nanes and duty

Encl osure (1)
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station addresses of individuals who are routinely depl oyabl e,
overseas, or in a sensitive unit. Also, photographs, e-nai
addresses, organizational charts, etc. that |ist nanmes and ot her
bi ographi cal data of individuals shall not be placed on publicly
avai l abl e web sites, except as noted in paragraph e(3) or
approved by SPAWAR 0OO0P.

(5) Sites nmust contain only “approved for public
rel ease” information suitable for view ng by ANYONE in the
wor | d.

(6) Links to non-Departnment of Defense web resources
shal | support the organization’ s m ssion.

(7) Al links will be reviewed and approved by SPAVWAR
OOP for public sites and by the SPAWAR web site sponsor for
limted access sites, before use, and then periodically by the
web page adm nistrator to ensure proper function and
suitability. Broken |inks nust be corrected or renpved as soon
as possi bl e.

(8) No product endorsenments or preferential treatnent
shall be given on publicly accessi ble SPAWAR web sites.

(9) Alink to the SPAWAR External Link Notice nust be
provi ded on any web page that contains external links. The
SPAWAR External Link Notice is |ocated at:
ttp://enterprise.spawar.navy. ml/spawarpublicsite/external |
| Nks_not e. ht m

The appearance of hyperlinks does not constitute
endorsenent by the Departnent of Defense or the U S
Navy of this web site or the information, products or
services contained therein. For other than authorized
activities such as mlitary exchanges and Moral e,

Wl fare and Recreation sites, the Departnent of

Def ense and the U S. Navy do not exercise any
editorial control over the information you may find at
these locations. Such Iinks are provided consi stent
with the stated purpose of this DoD web site.

(10) Only suitable imges supporting the overall m ssion
of the web site may be used (contact Public Affairs for
assistance in determ ning suitable).


http://enterprise.spawar.navy.mil/spawarpublicsite/external links_note.htm
http://enterprise.spawar.navy.mil/spawarpublicsite/external links_note.htm
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(11) Sites must not include information for specialized,
i nt ernal audi ences.

(12) Public queries for information (via the web site)
shoul d be linked or directed to the web site Wbmaster or PAQ
PMV or code specific pages nust list points of contact for both
techni cal and content questions.

(13) Sites shall not collect personal data (nane,
address, phone nunber, etc.) about a visitor to the site w thout
the visitor’s express perm ssion, provided through a Privacy Act
Statenent. (Note: network identification and Internet protocol
addresses are not consi dered personal data).

(14) Use of cookies nmust be reviewed and approved by
SPAWAR OOP on a case-by-case basis because the rel ated DoD
policy is not final.

(15) No surveys shall be conducted on any public site.

(16) Sites that collect registration information for
conf erences and wor kshops nust have a Privacy Act statenent,
conply with the Privacy Act, and use Secure Socket Layer
connections for upload of information. Any personal data should
be stored in a strong encrypted manner and, if possible, should
not remain outside the firewall.

b. Rules guiding the creation and devel opnent of BOTH
command public and restricted-access web sites:

(1) Photos contained in the sites may not be altered in
any way (other than standard practices of cropping, sizing, etc.

(2) When considering the use of any material froma
nonf ederal source:

(a) Do not reproduce or dissem nate any work of
aut horship originating froma nonfederal source unless witten
perm ssion fromits owner has been obtained for the specific
purpose. |If unable to do so, obtain it in accordance with
reference (p). Ensure that the rights concerni ng web page use
are clearly identified in the witten perm ssion. The original
witten perm ssion to use copyrighted material is to be
mai nt ai ned by the requesting code. A copy of witten
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per m ssi ons obtai ned under reference (p) nust be provided to the
controlling Public Affairs Ofice (SPAWAR 0O0P). Downl oad of a
sanpl e perm ssion request letter in MS Wrd format is avail abl e
at
httEs://imeb.spamar.navy.niI/services/sti/publications/corpinagel
5870-5encl . doc|or the Ofice of Legal Counsel for Intellectual
Property, SSC SD Code D0012 at (619) 553-3001. Any works of

aut horshi p of nonfederal sources currently on SPAWAR web sites

W thout witten perm ssion nust be renoved i medi ately. Failure
to conply may result in |egal action against the Governnent.

(b) Works of authorship include printed matter,
el ectronically transmtted i nformati on, and conputer prograns,
phot ographs, clipart, and icons, graphic user interfaces (GQJs),
e.g., page and w ndow | ayouts, sound files, video files, and any
other information that nay be transmtted on the Internet. Al
wor ks of authorship from nonfederal sources nust be presuned to
be copyrighted, even if they do not have a copyright notice.

(c) Do not use any graphics, |ogos or other
trademar ks depi cting conpani es or products on SPAWAR web sites
W thout witten perm ssion fromthe owners of the mark being
used. Doing so may result in |legal action against the
Governnment. Do not give any product endorsenents or
preferential treatnent to nonfederal organizations on publicly
accessi ble official SPAWAR websites. Any business nanes and/or
gr aphi cs/ 1 ogos from nonfederal sources nust be presuned to be
tradenmar ked, even if they do not have a trademark noti ce.

(d) Refer all trademark and copyright questions to
the Legal Counsel for Intellectual Property (Code D0012,
X33001).

(e) The use of "franes" technol ogy to connect to
external sites with enbedded "links" may constitute violation of
certain third-party copyrights (even when the sane |inks are
permtted wi thout franmes) and any organi zati on consi dering such
t echnol ogy shoul d contact Legal Counsel for Intellectual
Property (Code D0012, X33001) for detail ed advice before
i npl enenting. A new browser wi ndow shoul d be opened for any web
site that is not in the SPAWAR navy.m | domain.
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(3) Sites shall conply with Section 508 of the
Rehabilitation Act of 1973, as anended (29 U. S.C. 794d). See
definitions (paragraph 3c). Federal public and restricted-
access web sites shall be devel oped and i npl enented according to
the El ectronic and Informati on Technol ogy and Accessibility
St andards for web based intranet and Internet information and
applications, reference (e). Specifically,

(a) A text equivalent shall be provided for every
non-text elenent (e.g., via "alt", "longdesc", or in elenent
content).

(b) Equivalent alternatives for any nultinedia
presentation shall be synchronized with the presentation

(c) Web pages shall be designed so that al
i nformati on conveyed with color is also available w thout col or;
for exanple, fromcontext or markup.

(d) Docunents shall be organi zed so they are
readabl e wi t hout requiring an associ ated style sheet.

(e) Redundant text |links shall be provided for each
active region of a server-side inage map.

(f) Adient-side i mage maps shall be provided instead
of server-side inage maps except where the regi ons cannot be
defined with an avail abl e geonetric shape.

(g) Row and col umm headers shall be identified for
data tables.

(h) Markup shall be used to associate data cells and
header cells with data tables that have two or nore | ogical
| evel s of row or col umm headers.

(1) Franmes shall be titled with text that
facilitates frane identification and navi gation.

(j) Pages shall be designed to avoid causing the
screen to flicker with a frequency greater than 2 Hz and | ower
than 55 Hz.
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(k) Atext-only page, with equivalent information or
functionality, shall be provided to nake a web site conply with
the provisions of this part, when conpliance cannot be
acconplished in any other way. The content of the text-only
page shall be updated whenever the prinmary page changes.

(1) When pages utilize scripting | anguages to
di splay content, or to create interface el enents, the
i nformation provided by the script shall be identified with
functional text that can be read by assistive technol ogy.

(m Wen a web page requires that an applet, plug-in
or other application be present on the client systemto
i nterpret page content, the page nmust provide a link to a plug-
in or applet that conplies with 81194.21(a) through (). (This
section can be seen at: http://ww. access-
boar d. gov/ sec508/ 508st andar ds. ht m#Secti on 1194. 21 Sof t war e
Appl i cati ons and Operating Systens.)

(n) When electronic forns are designed to be
conpleted on-line, the formshall allow people using assistive
technol ogy to access the information, field elenents, and
functionality required for conpletion and subm ssion of the
form including all directions and cues.

(o) A nethod shall be provided that permts users to
skip repetitive navigation |inks.

(p) Wien a timed response is required, the user
shall be alerted and given sufficient time to indicate nore tine
I's required.

c. Al publicly accessible web sites MJST CONTAIN t he
fol | ow ng:

(1) On pages that contain external links, a link to the
SPAWAR External Link Notice. See paragraph a.(9).

(2) I'n addition, on primry pages:
(a) The full name of the organizational el enent

(b) The statenent, "This is an official Departnent
of the Navy web site,"”
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(c) A promnently displayed link to the SPAVWAR
Privacy and Security Notice found on
http://ww. spawar. navy. m | /|

(d) Alink to SPAWAR Activity honme page. For
exanple, PMM shall link to
http://enterprise. spawar. navy. n |/ spawar publicsite/]

(e) Information in the source code of the page that
provi des the name of the page/site maintainer, the reviewer, and
the approver as well as the last nodified date. The Security &
Policy Review tracking nunber may al so be placed in the source
code (See the SPAWAR hone page for an exanple).

(3) I'n addition, on Activity home pages:

(a) Alink to the Navy’'s official web site at
http://ww. navy. m| |

(b) Alink to the Navy's official recruiting site at
http://ww. navyj obs. cont |

d. Al publicly accessible web sites MUST NOT CONTAI N t he
fol | ow ng:

(1) Names and duty addresses of personnel assigned to
units that are sensitive, routinely deployable, or stationed in
foreign territories (even as part of a photo caption).

(2) Cassified material, “For Oficial Use Only”
information, proprietary information, information not cleared in
accordance wth references (c) and (i) that govern the cl earance
and rel ease of governnent information, or information that could
enable the viewer to infer this type of information.

(3) ldentities of fam |y nenbers of DON personnel.

(4) Information or logos indicating the web site is best
vi ewed by any specific browser.

(5) References that the site has been selected as a
recommended or featured site by any organization.


http://www.spawar.navy.mil/
http://enterprise.spawar.navy.mil/spawarpublicsite/
http://www.navy.mil/
http://www.navyjobs.com/
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(6) Recomendations for any search engi nes or commerci al
sof t war e.

(7) Links to Intranet web pages.

(8) Information that shall be withheld fromthe public
pursuant to statute, or intended for restricted access or
limted distribution, including material that is Export
controlled or nunitions listed under the Export Adm nistration
Regul ation or International Trafficking in Arns Regul ati on.

(9) Contractor nanes or links to contractor web sites
(for those sites devel oped by a contractor).

(10) Any test and evaluation information that could
result in an unfair advantage or di sadvantage to the
manuf acturer or producer.

(11) Copyrighted or trademarked material (w thout
witten perm ssion of the copyright or trademark hol der).

(12) Materials or services advertised for sale
(i ncludi ng command nenorabilia, ball caps, etc.)

(13) Information duplicated fromother mlitary web
sites (use hypertext |inks instead).

e. Any public or restricted-access web site MAY CONTAIN t he
fol | ow ng:

(1) For continental U.S. -based, non-depl oyable Echelon 1
and 2 commands: command directories (including names and e-mail
addresses) if deenmed necessary for the conduct of the command s
m ssi on.

(2) For those conmands not included in the above
par agraph: general telephone nunbers for conmmonly requested
resources, services, and contacts (using office titles w thout
nanes) .

(3) Portraits of the follow ng individuals or their
equi val ent as determ ned by SPAWAR 00P: the Commander,
Commandi ng O ficer, Oficer in Charge, or civilian equivalent;
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Master Chief Petty Oficer of the command; and the Public
Affairs Oficer.

(4) Links to | ocal governnent or non-governnment agencies
as part of the Command’ s fam |y support function. These |inks
must include the required DOD notice regarding external links if
not to a governmental agency.

(5) For Echelon 2 acquisition commands: |links to
partners in industry if the linked web site pertains solely to a
command program and links directly to pertinent information.

(6) Links to other mlitary web sites

(7) “"Redirect” links to intranet web pages residing on a
different server than the public pages.

(8) Interactive capability to query the command via e-
mai | .

(9) Alink to the U S. Navy's “Frequently Asked
Questions” page on the official U S. Navy web site at
http://ww. navy. m| |
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