
DEPAR.rMENT OF THE NAVY
SPACE AND NAVAL WARFARE SYSTEMS COMMAND

4301 PACIFIC HIGHWAY

SAN DIEGO, CA 92110-3127

16 October 2000

SPAWAR INSTRUCTION 4130.2

From: Commander, Space and Naval Warfare Systems Command

Subject: SPAWAR CONFIGURATION MANAGEMENT FOR C4ISR SYSTEMS

Encl: (1) SPAWAR Configuration Control Board Handbook

1. Purpose. To officially establish the overarching Space and
Naval Warfare Systems Command Configuration Control Board
(SPAWAR CCB) as a means of integrating and controlling SPAWAR-
supported C4ISR system configurations.

2. Background. SPAWAR is responsible for the design,
procurement, and delivery of fully integrated C4ISR systems for
Battle Groups, new construction platforms, and shore sites. The
SPAWAR Configuration Control Board (SPAWAR CCB) was started in
June 1999 as one of the key responsibilities of SPAWAR 05
(Office of the Chief Engineer) .The purpose of the SPAWAR CCB
is to provide an overarching configuration management function
and oversee the change management process for SPAWAR-delivered
C4ISR systems. Guidance regarding PD/PMW configuration control
is contained in SPAWARINST 4130.1A.

3. Action. SPAWAR Headquarters and its activities shall use
the guidance provided in enclosure (1) for change management for
SPAWAR C4ISR systems. A hard copy can be obtained from SPAWAR
051 or in software from http:/lspawarsupport.org/config.

4 Responsibilities. SPAWAR 05 shall maintain enclosure 1) .

By direction

SPAWAR List 4
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DEPARTMENT OF THE NAVY

SPACE AND NAVAL WARFARE SYSTEMS COMMAND

4301 PACIFIC HIGHWAY

SAN DIEGO, CA 9211()-3127

28 February 2000

From: SP A W AR Chief Engineer (05)
To: Distribution

Subject: PROMULGATION OF SP A WAR CCB HANDBOOK

The SP A w AR Configuration Control Board (CCB) Handbook is hereby
promulgated. This is a dynamic document and shall be modified as necessary to
improve the effectiveness of the process or as the implementing directives change.

2. SP A W AR 051 is responsible for updating this document. Soft copy versions are
available at the CCB Website at httQ://sQawarsuQQort.org/config.

3. The SP A w AR CCB Handbook shall be the definitive guide for configuration

management policies and procedures for the SP A W AR claimancy.

Rear Admiral, U.S. Navy

Distribution: List 3



28 July 2000

From" SPAWAR Systems Engineer (051)
To: Distribution

Ref: (a) RADM Slaght Memorandum, 28 Feb 2000, Promulgation of SP A W AR CCB
Handbook

VERSION 1.3 UPDATE OF SPAWARCCB HANDBOOKSubject

1 As per direction contained in reference (a), this Version 1.3 update to the SP A W AR
Configuration Control Board (CCB) Handbook is hereby promulgated. The
SP A W AR CCB Handbook is a dynamic document and shall be modified as necessary
to improve the effectiveness of the process or as implementing directives change.

2. As the SP A W AR Systems Engineer, SP A W AR 051 is responsiole for updating this

document. Soft copy versions are available at the SP A W AR CCB Website at

httl:! : 1/ sl:!awarsul:!l:!ort.orgL config.

3 Document Release History: Five previous versions of the SP A W AR CCB Handbook
have been released since the inception of the SP A W AR CCB in June 1999. The
release history of this document is as follows ( contact your SP A W AR CCB change
manager for archive copies if desired):

Version 1.0 -released 4 October 1999 (draft working copy)

Version 1.1 -released 7 January 2000 (draft working copy)

Version 1.2- released I February 2000

Version 1.2a -released 20 March 2000

Version 1.2b -released 9 May 2000

Version 1.3 (current) -released 28 July 2000

a.

b.

c.

d

e.

f.

4 The SP A w AR CCB Handbook is the definitive guide for configuration management

policies and procedures for SP A W AR at the enterprise level. Additional guidance

regarding PD/PMW CM responsibilities is contained in SP A W AR Instruction

4130 1 A which can be found on the SP A W AR Knowledge Center website page

-

//:rl(-*/
R. R. sen~r. -//

Captain, U.S. Navy

Distribution List 3
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1 INTRODUCTION

1-1 Purpose

The purpose of this SPA W AR Configuration Control Board (SPA W AR CCB) Handbook is to
establish a standardized set of procedures for all SPA W AR activities to use in the management,
reporting, and documentation of changes to Command, Control, Communications, Computers,
Intelligence, Surveillance and Reconnaissance (C4ISR) Systems.

Top-level Navy and joint vision documents, policies, and doctrine have established the goal for a
single C4 ISR architecture. To meet this goal, SPA W AR has aggressively insured the integration of
its system into the overall C4 ISR architecture. The integration of SP A W AR' s systems into this single
C4ISR architecture is being accomplished at 2 levels. First, SPAWAR has transferred installation
responsibility to a central organizational component, SP A W AR 04, to provide a single, coordinated
installation effort. Second, the integration of these various program components and/or functions is
being accomplished on Defense Information Infrastructure Common Operating Environment (DII
COE) via the command's Horizontal Integration development initiative.

In order to maintain control over the configuration of the SPAWAR elements of this single C41SR
architecture, SPA W AR has established a Configuration Control Board (CCB). SPA W AR instruction
4730.1A provides the authority for the formation and operation of this board.

1.2 Objective

The objective of the SP A W AR CCB Handbook is to provide guidance in the working processes
involving C4ISR system change management within the SPA W AR claimancy. This handbook
provides information on the basic SP A W AR CCB process, the organizational elements involved in
SP A W AR change management, and the specific procedures for submitting change information to the
SPAWARCCB.

1.3 Background

SP A w AR is responsible for designing, procuring, integrating, delivering, installing, testing, and
supporting C4ISR systems for Battle Groups (BGs), shore sites, new construction (SCN)
platforms, and other operational commands. SP A W AR ' s scope of responsibilities involve:

(a) Establish and manage each C4ISR system configuration baseline for BGs, shore sites,
SCN platforms, and other operational commands.

(b) Establish and manage the design and installation of upgrades or new systems in each
BG, shore site, SCN platform, or other operational command.

(c) Coordinate procurement and technology developments ofC4ISR system product lines
within SP A W AR.

( d) Provide BGs, shore sites, and SCN platforms with an effective C4ISR product package
through delivery and sustainment.
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1.4 Process Overview

This section provides a quick overview of the SPA W AR CCB process. To fully understand this
process it is important for the reader to carefully review Section 2. The Change Request (CR)
process consists of the following major steps.

1. Determine if the change requirement is a result of a casualty or operational failure in which
case the program office is obligated to restore the system to operation as expeditiously as
possible (see paragraph 1.5).

2. For upgrades or enhancements, a change requirement must be reviewed by the SPAWAR
CCB to determine its impact on SCN platforms, BGs, shore sites, or other operational
commands.

3. CR is drafted on the SPAWAR web site (ht!l2:llspawarsuPQort.org/config) and submitted for
routing to signatories.

The CR is routed to the signatories for " Approve" or "Disapprove" recommendations prior to review

by the SPA WAR CCB. (Reference the Signature Form -Figure 2-7).

4. Signatories who recommend disapproval of the CR must describe the issue(s), which led to a
dissenting opinion. An explanation must be appended explaining the rationale for disapproval
and providing recommendations for corrective action. (Reference the Exception Page (EP)
form -Figure 2-8).

5. A standardized CR briefmg package will be developed for presentation to the SPAWAR
CCB.

6. Approved CRs or CRs with dissenting opinions (accompanied by optional technical
approaches) are scheduled on the SP A W AR CCB agenda for briefing. If an alternative or
optional approach is selected by the SP A W AR CCB as the recommended approach,
additional review will be required.

7. CRs, which have been approved by the SP A W AR CCB, are then reviewed for submission to
the Battle Force Integrated Configuration Control Board (BFI CCB). In cases where a
submission is required, then a BFI CCB risk assessment form must be filled out on the
NA V SEA Configuration Management (CM) website.

(URL: https:llcsmis.rgesvc.com/login/login.html)

8. Once the BFI CCB approves the change (or in cases where the BFI CCB does not have to be
notified) the change may be implemented.

1.5 Response to Operational Failure

It is important to emphasize that the SP A W AR CCB is not intended to impede any requirement to
respond to a system casualty or an operational failure. As described more completely in Section 2,
when a CASREP or a significant trouble report is received, it is the responsibility of the program
office to take whatever steps are necessary to restore a system to a safe, reliable operating

configuration.

This may involve making a configuration change of some: kind such as a software patch, a hardware
swap, or an operating system upgrade. If it is the judgment of the program office that the
configuration must be changed in order to restore the operation of a system or to prevent an
operational failure, then the effort to correct the problem should be initiated as soon as possible. The

1-2
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SP A w AR CCB should be infonned regarding the change at the same time the response effort is
underwayor immediately upon completion of the change.

1.6 Document Overview

The SPA WAR Configuration Control Handbook consists of seven (7) major sections and three (3)
appendices. The document is organized as follows:

Section 1 -Introduction

Section 2 -SP A W AR CCB Concepts

Section 3 -SP A W AR CCB Responsibilities

Section 4 -The D-30 Process and Ring Chart Management

Section 5 -Submission of CRs

Section 6 -SP A W AR Software Version Release Policy

Section 7- Signature Page Guidance

1-3
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2 SPAWAR CCB CONCEPTS

The fundamental responsibility of the SP A W AR CCB is to control the configuration of
SPAWAR's baseline C41SR system designs. This control is accomplished through the use of
key design data recorded as "Ring Charts" (also known as Functional Interface Diagrams).
Section 4 describes Ring Charts in more detail, however, the content ofa Ring Chart specifies:

.System Identification N omenclature

.Software Version Number

.Connectivity

.Interface Design Document number and revision and/or Interface Control Document
number and revision

Figure 2-1 depicts a segment from a Ring Chart, which provides system nomenclature, and
information about software versions, connectivity, and interface documentation.

FIGURE 2-1 ST ANDARD RING CHART INFORMATION ELEMENTS

Once the Ring Chart information is "baselined" through the SP A W AR design review process,
the Ring Chart becomes the Configuration Item (CI), which is managed via the processing of
CRs. Even though a complete set of Ring Charts is not currently available, a review process for
changes to all SP A W AR systems is required to ensure the overall integrity of the SP A W AR
C4ISR product.

2.1 The SPAWAR CCB Process

The SP A W AR CCB process consists of a flow of information designed to process CRs, which are
intended to enhance or improve SPAWAR-delivered C4ISR systems. The changes that the
SP A W AR CCB will review vary in scope from those which are considered somewhat routine from
an engineering perspective (i.e., software version changes, upgrades to hardware, minor interface

2-1
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changes), to changes, which have a larger impact from a system configuration, capability logistics
support, or training perspective.

Change proposals or requests are submitted using a CR form which is available on the SPAWAR
CCB website at http://s12awarsu12p.Qrt.org/config. Section 5 of this document describes the use of the
CR form in more detail. The remainder of this section will describe the flow of change information
throughout the SP A W AR CCB organization.

As illustrated in Figure 2-2, all changes originate within the Program Management offices (PMWs)
in response to trouble reports or CASREPS, or as a result of Fleet requests, design changes, budget
changes, technology improvements, or end-of-life cycle component replacements. This overview
depicts six basic phases to the SP A W AR CCB process, which are :

I. Change Analysis

2. System Restoration

3. CRPre-Processing

4. CR Review

5. SPA WAR CCB Processing

6. Reclama Processing

7. BFI CCB Processing & Change Implementation

2-2
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2.1.1 Change Analysis (Phase 1 )

The fIrst phase of SP A W AR ' s CCB process is the change analysis phase. This phase starts at the

PMW, which has received infonnation indicating a requirement to change a base lined system.

)

0
.

.

.

1"40

PMW

~~
~

.Fleet RequestlMsg

.Design Review Changes

.Budget Chall1ges

.COTS Upgr~ldes

.STR's

' 0.00..0.0000..00.00..000000.

FIGURE 2-3 SPAWAR C:CB CHANGE ANALYSiS

The change requirement may be the result of inputs from a variety of sources as illustrated in Figure
2-3. The change analysis phase consists of four (4) basic steps:

I. The PMW reviews information (CASREPs, fleet requests, etc.) to determine if a change is
required.

2. In the event of a CASREP the program office is required to restore the system to an
operational state. In some cases this may lead to a configuration change (i.e. software patch
or upgrade). In the case of a CASREP-driven system restoration proceed to Section 2.1.2.

3. If the change requirement is determined to be an upgrade or functional enhancement to the
existing system configuration, then the change is reviewed by the PMW's own CM.

4. Proceed to process Phase 3.

2.1.2 Post-Operational Failure and System Restoration (Phase 2)

The second phase of the SP A W AR CCB process is the system restoration phase. In cases where a
system requires restoration to its original operating configuration, the primary obligation of the
program management office is to accomplish the "fJX" or restoration of the system to operating
condition. In certain instances, however (particularly in the case of a software "patch" or software
"repair") it may be necessary to actually change the software configuration of the system by
changing components of the computer programs or applications in the system. The program

2-3
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management office is still obligated to restore the system to operating status, however, if software
configuration changes have been installed to accomplish the restoration, the SPA W AR CCB must be
informed.

Figure 2-4 illustrates the primary steps in system restoration.
, ,

NR
--1 Restore DONE

~
y

y

FIGURE 2-~~ SVEiTE:M RESTORATION

The system restoration phase consists of:

1. Restoring the system to operating status.

2. Determining ifa modification to the system was required (particularly to software programs)
in order to restore the system to operation.

3. In cases where the configuration has been modified, reporting the system configuration
changes to the cognizant program management office. N ote that a CR must be submitted
lA W the CCB process prior to the next CCB meeting.

4. Proceed to Phase 3.

2.1.3 CR Pre-Processing (Phase 3)

In order to process a CR properly, it is important to detennine the impact of the change on base lined

system designs. This third phase of the CCB process involves detennining if the change applies to

SCN platforms (such as LPD-17 or CVN-76), BGs, other Navy platfonns (patrol craft, strategic

submarines, etc. ), or shore sites. It is also important to detennine if the change will require the

concurrence of the BFI CCB.

Figure 2-5 illustrates the CR "Pre-Processing" phase of the SPAWAR CCB process.

PMW
CCB It

~

w

+ PMW

~

Implement

System

Chanae

FIGURE 2-5 SPAWAR CCB CR PRE-PROCESSING
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At this point it is the responsibility of the PMWs to detennine the nature of the change:

1. The fIrst step in this phase is a decision point working with 051 and 054 personnel, to
detennine if the change affects SCN platfonns. If the change does impact one or more of the
SCN platfonns the change is submitted to the appropriate SP A W AR 054 SCN platfonn
representative.

a) The 054 platfonn representative will assist the PMWs in reviewing Functional Interface
Diagrams (Fills) to detennine whose signatures are required on the CR.

b) The 054 platfonn representative will make a recommendation to either approve or
disapprove and forward approved CRs to 051.

c) The 051 representative will review Ring Charts and the signature list on the CRs and
assist the PMWs in initiating the signature process.

2. If the change is not an SCN change, then the CIs (Ring Charts) are reviewed to detennine if
the change affects Level 2 Ring Charts. If so, the change is submitted to 051.

a) The 051 representative will assist the PMW s in reviewing the change requirement and the
Level 2 Ring Charts to detennine whose signatures are required on the CR.

b) The 051 representative will make a recommendation to either approve or disapprove and
assist the PMW s in initiating the CR preparation and signature process.

3. If the change does not affect Level 2 Ring Charts, there is still the possibility that the change
will have to be reported to the BFI CCB. The BFI CCB process is described on the
NAVSEA BFI CCB website (Reference...). A review of the change requirement by
SPA W AR 04F will assist the program manager in detennining if a BFI CCB submission is
required.

a) The 04F representative will assist the PMWs in detennining whose signatures are
required on the CR.

b) The 04F representative will make a recommendation to either approve or disapprove and
forward approved CRs to 051.

c) The 051 representative will review Ring Charts and the signature list on the CRs and
assist the PMW s in initiating the signature process.

4. If it is ultimately detennined that the change does not affect SCN design data, BG or shore
site Level 2 Ring Charts, or BFI CCB requirements, then the PMW s should work with 04 to
implement the change. Otherwise, the PMWs must submit a fonnal CR to the SPAWAR
CCB and begin the CR review process.

5. Proceed to 2.1.4.

2.1.4 CR Review

The review of the CR is accomplished by technical and programmatic representatives from the key
organizational components of SP A W AR 04, SP A W AR 05, and the affected PMW s organizations
(pMWs with interfaces to the system being changed). Figure 2-6 illustrates the CR Review phase
within the SP A W AR CCB process.

2-5
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FIGURE 2-6 SPAWAR CCB CR REVIEW

1. The CR Review phase involves routing a Signature page (Figure 2- 7)to a technical review
group within SP A W AR. Initially, SP A W AR 051 will review the change requirement and
advise the originating PMW s as to who exactly should review and sign the CR. The PMW s
will then route the CR to appropriate signatories for review.

N ote: Detailed signature sheet guidance is provided in section 7 of this
document.

2. Dissenting opinions from representatives who have an issue with the CR will be recorded on
an EP (Figure 2-8). Reviewers who indicate disapproval must provide a justification on the
EP. In addition, the reviewer must collaborate with the PMW s to develop recommendations
and provide them on the EP as well.

3. When completed, the signature page and accompanying exceptions are forwarded to the
SPA W AR CCB. Along with the signature page, information about alternatives or options is
forwarded to the SP A W AR CCB from those who disagreed with the change proposal and are
offering an option or alternative approach.

4. Proceed to 2.1.5. Figure 2-7 illustrates the format of a signature page. The process of
routing the signature page and collecting "signatures" will eventually be supported
electronically by the SP A W AR Website and its associated email-based communications
functions.

2-6
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SPA W AR CCB CHANGE REQUEST SIGNATURE PAGE

CRDate

System Nomenclature:

PMW:

Originator:-
Change Title:

Hamre Itr Compliance: Yes I No/NA

Y2K tracking number:

Y2K correction: Yes I No

Si2nature table:

Change Type: H/W.
TCD Bust: :Y£!LNo

,s/W Both-

FBC Change: Yes I No

Signature

ReQuired

Approve Disapprove DatePrint Name/Signature

System Engineer
SPAWAR 051 *

SPAWAROSl Shore

PMW

PMW

PMW
SCN Platform Manager

Security
PMW 161 *

LAN Connectivity
PMW 158

Platform Managers
SSC Charleston

Logistics Management
SPAWARO4L *

Afloat Installations

SPAWARO4F

Shore Installations

SPAWARO4N

Resources Management

SPAWARO4R

Plans & Budget

SPAWAR 052

Systems Integration &
Test SPA W AR 053 *

NCTC

CCB Chair (051)
Approval *

* Minimum Required Signatures

Comments:

FIGURE 2-7 SF'AWAR CR SIGNATURE PAGE
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CR REVIEWER EXCEPTION SUMMARY

CRNO.

Reviewer Name Org.

Summary of Objections to CR:

Recommendations to ensure acceptability of CR:

FIGURE 2-8 EXCEPTION PAGE

2.1.5 SPAWAR CCB Processing

In the fifth phase of SP A W AR CCB processing, the fonnal SP A W AR CCB convenes to review CRs.
The SPAWAR CCB meets on a routine basis (currently every two (2) weeks) to adjudicate CRs,
which have been collected in the interim. Each CR will be represented to the SP A W AR CCB with
its signature status and the option descriptions from persons who disagree with the change. In
addition, each CR will be represented by the originating PMW s and briefed to the SPA W AR CCB.

Figure 2-9 illustrates the actual SPA W AR CCB processing of the CR.

2-8
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The SPA W AR CCB processing consists of the following steps:

I. The SPA W AR CCB meets to adjudicate CRs and decides if:

a. The CR is approved as originally presented. If so, the CR is approved, the PMW s are
notified, and the fmal phase of processing begins.

b. The CR is approved with conditions. In this case, a CR may be approved to be
implemented at a certain date or with certain certification or testing constraints. In
any event, the PMW s are notified of the approval and the conditions that the
SP A W AR CCB has imposed upon the change, and the PMW s can begin the fmal
phase of processing.

c. The CR is not approved as originally presented, however, one of the options is
selected by the SP A W AR CCB as the recommended option. In this case, The
SPA WAR CCB forwards the recommendation concerning these options to SPA W AR
05 (the Chief Engineer) and/or SPAWAR 00 (the Commanding Officer) for
discussion.

d. The CR is disapproved. In this case, the disapproval decision is forwarded to the
PMWs for rework, review, or to initiate any reclama or appeal process the PMWs
wishes to undertake.

In cases where a recommendation to select an option or an alternative approach has been
forwarded to SP A W AR 05 or SP A W AR 00 an additional decision process is involved. The
discussions between the PMW s, the SPA W AR CCB, and SPA W AR 00/05 may either yield a
decision to pursue the recommended option or to review other options for their suitability .
As illustrated in Figure 2- 7 this decision point yields either an agreement to adopt the

2.
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recommendation, or a decision to reevaluate the options and resubmit the option package to
the SPAWARCCB.

2.1.6 Reclama Processing

Figure 2-10 illustrates the phase of CR processing in which a program office may attempt to appeal
or initiate a reclama proceeding to restore the approval of a CR. Basically this is a single-step
process where the program office, in cases where the CCB decision is one with which they do not
concur, can appeal again to the CCB, the Chief Engineer (SPAWAR 05) or to the Commanding
Officer. The PMW's may also communicate with the CINC's or PSA 's to secure waivers to any
guidance, which may be preventing the SP A W AR CCB from approving the original CR.

In cases where the PMW s concur with the SP A W AR CCB' s decision then proceed to Section 2.1.7.

,

"
Concur

?

~N

FIGURE 2-10 RECLAMA PROCESSING

2.1.7 BFI CCB Processing & Change Implementation

The final phase of the SP A W AR CCB process (as illustrated in F igure 2-11) is the BFI CCB
processing and Change Implementation phase. As indicated in the illustration, the fmal hurdle in
change approval is actually outside the SPA W AR command in the NA VSEA-administered, BFI
CCB.

FIGURE 2-11 BFI CCB PROCESSING & CHANGE IMPLEMENTATION

The fmal phase of the SPAWAR CCB process consists of the following steps:
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I. When the PMW s receive the decision of the SP A W AR CCB, the constraints or conditions
indicated by the SP A W AR CCB are reviewed. If the conditions attached to the CR by the
SPAWAR CCB are considered unacceptable or undesirable, then the PMWs may initiate an
appeal or reclama process starting the Chief Engineer (SPA W AR 05) and/or the
Commanding Officer (SP A W AR 00).

2. If the PMWs concur with the decision of the SPAWAR CCB, then the Change must be
reviewed for possible submission to the BFI CCB for fInal approval. If it is determined, via
a review of the CINC lists for mission critical and thin-line systems, that a BFI CCB
submission is required, then the PMW s must initiate the change process with the BFI CCB
through the use of the NA V SEA administered risk assessment process.

3. Ifthe BFI CCB returns a negative decision regarding the CR, then the PMW's-SPAWAR
own CM organization will review the decision to rework the change or appeal the decision.

4. If a positive decision is rendered by the BFI CCB, the PMWs may update the CI and
implement the change.

2.1.8 Amending a CR to Add or Delete Platforms or Sites

There are times when there is a need to amend an existing CR. Specifically, a CR lists the sites or
platforms that will receive the change, and there is often a requirement to change this list. In these
cases, the existing CR should be amended.

An abbreviated process is provided for this specific type of amendment. In these cases, the CR,
along with the list of new platforms and/or sites, will be sent to the original signatories. Each
signatory will be asked to review the CR and determine if the change to the new list is acceptable. If
all signatories agree (as indicated by a new signature page) then the amended CR will submitted to
the appropriate Change Coordinator to be closed. The amendment does have to be reviewed for
possible submission to the BFI CCB. See section 2.1.7 to identify the steps required to complete the
BFI CCB review process.
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3 SPAWAR CCB RESPONSIBILITIES

3.1 SPAWAR CCB Responsibilities for Fleet Modernization Program and Shore

Changes

The SP A W AR CCB process is intended to assure that the integrity of SP A W AR ' s integrated systems

are maintained throughout the system design and installation process. Although various CM efforts
are underway within each Program Directorate (PD), the SPA W AR CCB will provide a forum for
the broadest possible cross-section of SPA W AR engineering representation in an effort to assess the
impact of changes to integrated SPA W AR designs and implementation plans.

The following subsections summarize the responsibilities of the various members of the SP A W AR
CCB. The organization of the SPA W AR CCB is illustrated in Figure 3-1.

SPAWAFt CCB
ChairpEilSon

SPAWAR 051 Chair

Change Administration

(SPAWAR CCB-CA)

System Integration &
Test

SPAWARO53

Systems Engineer
SPAWAR 051

Financial

Representative
SPAWAR 052

C41SR System Program

Directorates

(Representatives from all

PDs)

Naval Computer and

Telecommunications

Command
NCTC

BG Managers

SPAWAR 04F

Integrated Logistics

Support

Representative

SPAWAR 04L

Area Installation

Manage"
SPAWAR 04N

Resource Managers

SPAWAR 04R

FIGURE 3-1 SPAWAR CCB ORGANIZATION

3.1.1 SPAWAR CCB Chairperson.

SPAWAR 051 shall chair the SPAWARCCB. The SPAWAR CCB Chairperson shall:

.

.

Convene and chair all SP A W AR CCB Meetings.

Ensure that the review of proposed changes is properly coordinated among all involved

parties.

.

.

.

Act as the fmal authority for the approval, disapproval, or deferral of a proposed change.

Review CRs and submit if appropriate to SP A W AR Headquarters for referral to other
system commands.

Direct the originators of baseline documentation to incorporate approved changes.
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Section 3

Communicate routinely with the membership of the SPA WAR CCB..

3.1.2 SPAWAR CCB Change Administrator.

The SP A W AR CCB Change Administrator will provide CR staffmg support for SP A W AR 051. The
SP A W AR CCB CA shall:

.Coordinate the evaluation and processing of all changes submitted to the SP A W AR CCB .

.Schedule, participate in, and document the proceedings and determinations of SP A W AR
CCB Meetings-

.Update and maintain the web-based SPA W AR CCB CR system to reflect the most
current status of CRs in progress.

3.1.3 SPAWAR 051 Systems Engineer

The SPAWAR 051 Systems Engineer is responsible for the overall SPAWAR C4ISR baseline
architecture for BGs shore sites, and SCN platforms. The SPA W AR 051 Systems Engineer shall:

Develop, maintain, and issue a standardized C4ISR System baseline configuration data for each BG
and shore site.

.

.

.

Develop the direction for the SP A W AR CCB, and ensure the direction of the SP A W AR
CCB is implemented.

Develop and submit technically accurate and complete CRs.

Conduct a thorough review of all change documentation and provide comments that
address the overall impact of the proposed change.

Participate in SP A W AR CCB meetings as a voting member..

3.1.4 SPAWAR 052 Financial Representative.

The SPA WAR 052 Financial Representative is responsible for the accountability of appropriated
funding for SP A W AR ' s efforts in support of BG and shore site design and installation requirements.

The SPA W AR 052 Financial Representative shall:

.Review CRs for fInancial impact.

.Participate in SP A W AR CCB Meetings as a voting member .

.Coordinate funding actions within SP A W AR as a result of change activity .

3.1.5 SPAWAR 053 System Integration and Test Director.

The SPA W AR 053 System Integration and Test Director is responsible for the testing and
certification of integrated, Y2K-compliant systems and the oversight of change management for
certified systems. The 053 representative to the SPA W AR CCB shall:

Develop, maintain, and issue a standardized C4ISR System baseline configuration data for each

Y2K-compliant system.

.Review CRs for Y2K certified systems.
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Section 3

. Conduct a thorough review of all change documentation and provide comments that

address the overall impact of the proposed change.

Participate in SP A W AR CCB meetings a voting member ..

3.1.6 SPAWAR 04F BG Managers.

SPAWAR BG managers are assigned by SPAWAR to integrate all or part ofa BG's C4ISR System.

SP A W AR BG managers shall:

.Conduct a thorough review of all change documentation and provide comments that

address the overall impact of the proposed change.

.Participate in SP A W AR CCB meetings as a voting member.

.Ensure the direction of the SPA W AR CCB is implemented

3.1.7 SPAWAR 04L Integrated Logistics Support Representative

The SPAWAR 04L Integrated Logistics Support Representative provides the Command's
perspective on the logistics posture and suitability of the proposed change. The SPAWAR 04L
Integrated Logistics Support Representative shall:

.Participate SP A W AR CCB meetings as a voting member .

.Assess the Integrated Logistics Support impact of proposed changes.

.Ensure the direction of the SPA W AR CCB is implemented.

3.1.8 SPAWAR 04N Regional Installation Managers

SPA W AR Regional Installation Managers are assigned by SP A W AR to integrate all or part of a
shore site's C4ISR system. SPA W AR Regional Installation Managers shall:

Prepare and forward CRs for shore site configurations.

.Conduct a thorough review of all change documentation and provide comments that
address the overall impact of the proposed change.

.Participate in SPA W AR CCB meetings as a voting member.

.Ensure the direction of the SPA W AR CCB is implemented

3.1.9 SPAWAR 04R Resources Management

.

SPAWAR Resources Management Division budgets and executes the SPAWAR OPN(I) Budget.
This includes allocating OPN(I) dollars to SPAWAR System Centers and various planning yards to
fund the installation of C4ISR systems and associated advanced planning efforts. The SPA WAR
04R representative to the SPA W AR CCB shall:

.Conduct a thorough review of all change documentation and provide comments that
address the overall impact of the proposed change.

.Participate in SP A W AR CCB meetings as a voting member .

.Ensure the direction of the SPAWAR CCB is implemented
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Section 3

3.1.10 C41SR PDs

C4ISR System PDs are responsible for the management of programs to develop and install specific
C4 ISR systems. The PD representatives to the SP A W AR CCB shall:

.Prepare and forward CRs for shore site and FMP configurations.

.Conduct a thorough review of all change documentation and provide comments that
address the overall impact of the proposed change.

.Participate in SP A W AR CCB meetings as a voting member .

.Ensure the direction of the SPA W AR CCB is implemented

3.1.11 Naval Computer and Telecommunications Command.

The Naval Computer and Telecommunication Command (NCTC) is responsible for Network
Operations Center (NOC) systems ashore as well as other computer and telecommunications
systems. The NCTC representative to the SPA W AR CCB shall:

.Develop and submit technically accurate and complete CRs for shore site
configurations, in accordance with guidance from the SPA W AR CCB.

.Conduct a thorough review of all change documentation and provide comments that
address the overall impact of the proposed change.

.Participate in SP A W AR CCB meetings as a voting member.

3.1.12 C41SR System Program Managers

The C4 ISR S ystem Program Managers represent the program offices within SP A W AR that have
technical and programmatic responsibility for the constituent components of afloat and ashore C41SR
Systems. The C41SR System Program Managers shall:

.Review and approve Level 3 drawing data and other Critical Design Review (CDR)
information representing BG or shore site designs

.Develop and submit technically accurate and complete CRs, in accordance with guidance
from the SPA W AR CCB.

.Conduct a thorough review of all change documentation and provide comments that
address the overall impact of the proposed change.

.Identify a single CM focal point to review and verify change proposals, and other key
CM issues.

.Participate in SP A W AR CCB meetings to present CRs to the SP A W AR CCB .

.Ensure the direction of the SPA WAR CCB is implemented.
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4 The D-30 Process and Ring C ~ rt Management This section describes SPAWAR's part. ipation in the BG D-30 process and the SPAWAR concept

ofusing Ring Charts as the primary CI £ r managing C4ISR system configurations.

4.1 The D-30 Process

For BGs in particular, the process of m ging the development and installation cycle of each BG
has been designated as the "D-30 ess." The term "D-30" refers to a 30 month timeline
consisting of milestones which must be et in the design, development, implementation, installation,
and testing of integrated C4ISR systems for a specific BG. For example, ifa BG featuring the USS
Truman was scheduled to deploy in Ian 2002, the D-30 process would start in July of 1999. The
following Figure 4-1 illustrates the SPA AR participation in the D-30 process.

FIGURE 4-1 SPA~AR D-30 Process Participation

SPAWAR's involvement in the D-30 p ess starts with the development of Installation Matrices for
each ship within a BG by the D-28 poin .This information leads quickly to the development of the
most important design data for integrate C4ISR system designs for the BGs -Levell and Level 2
Ring Charts. Levell Ring Charts are eveloped by D-27 and Level 2. The Ring Charts depict the
major systems connectivity, interfaces, d SW versions for each platform in the BG (major and
minor release numbers only).
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4.2 Ring Charts

Level 2 Ring Charts are the principal CI for each platform and the basis for requiring CRs from
each organizational element within SF A WAR. To frame this thought another way, if
information on a Level2 Ring Chart needs to be changed, a CR will be required.

Ring Charts are the primary communication mechanism for illustrating and documenting integrated
C4ISR system configurations delivered and installed by SFAWAR. The two primary Ring Chart
levels are referred to as Levell and Level 2 Ring Charts, which depict increasing levels of detail in
the infomlation presented. Level 1 Ring Charts (see Figure 4-2) are relatively high level diagrams
with a notional representation of the connectivity of the systems on a platfoml. Level 2 Ring Charts
(Figure 4-3) depict more components, more interface infomlation, and significantly more detail than
Level 1 Ring Charts contain. A Level 2 Ring Chart depicts the systems installed aboard a single
platfoml, their software version number, the basic connectivity, and the interface specifications for
external system connections.

Ring Charts are more completely described in the SP A W AR Ring Chart Style Guide which is
currently being reviewed and will soon be posted on the SP A W AR CM website
(http :1 Ispawarsupport. org/config).
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FIGURE 4-3 NAVSSI BLK 3 AN/SSN-6(V) FUNCTIONAL INTERFACE DIAGRAM

(Segment of Level 2 Ring Chart)
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5 Submission of CRs

5.1 Introduction to CR's

The primary communication method for alerting the SP A W AR CCB to a proposed change is to
submit a CR. CRs are submitted using the CR forms found on the SP A W AR CM website at
htto://sDawarsuQQort.orgLconfig. Figure 5-1 provides an overview of the CR submission form,
which is described in more detail in this section.

FIGURE 5-1 CR FORM OVERVIEW

NOTE: This section is not a comprehensive tutorial on the use of the entire
SP A W AR CM website. It is intended to provide guidance information on the
submission of CRs. The website also provides additional information resources for
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.
reviewing CR status and reviewing related documents and information. A website
user's guide is actually posted on the website for downloading and review.

5.1.1 CR Submission Criteria

CRs are submitted to the SPA W AR CCB to communicate a requested change to a CI. The primary
CIs addressed by the SPA W AR CCB are the Level 2 Ring Charts, which depict integrated C4ISR
system configurations for BG ships, SCN ship projects, and shore sites. F or the next few months
(officially through 15 March 2000) CRs will also be used to propose changes for any SPA W AR
system, which is certified as Y2K-compliant. The SPA WAR CCB will receive Y2K system CRs and
review them for appropriate test, certification, and change management criteria.

5.1.2 Basic CR Data

In order to submit a CR an "originator" ( a person who is responsible for submitting the data) calls up
the CR form page on the SPAWAR CM website (http://spawarsupport.org/config). The form will
ask for certain data to be entered in selection fields or text fields. The top of the form, illustrated in
Figure 5-2, requires basic data from the originator regarding their personal contact information
(name, phone number, and email address), and the subject of the CN.

NOTE: The CR form described in this section is being redesigned and is being tested
as of this writing. This section will be rewritten to describe the new form when it is
available for use.
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CR Submission

FIGURE 5-2 BASiC CHANGE SUBMISSION DATA

5.1.3 BG/Shore Site Identification Data

In the BG/Shore Site Identification segment of the fonn (Figure 5-3), two "pull-down" lists are
provided to select the BG or Shore Site that is affected by this CR. There is also a memo field to
provide a list of specific ships or to add more specific shore site infonnation (such as building
numbers, room numbers, and/or addresses.

FIGURE 5-3 BG/SHORE SITE IDENTIFICATION DATA

5.1.4 System Identification Data

The system identification data segment of the CR form (Figure 5-4) provides a pull-down list of
systems and a field for entering more specific information about systems or interfaces that are
affected. It is important that complete information be provided here in order to ensure that the
SPA W AR CCB will be able to review and approve the change.
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NONE
System Identification (Name, Nomenclature,

~vstems/Interfaces Affected :

FIGURE 5-4 SYSTEM IDENTIFICATION DATA

5.1.5 Ring Chart and Priority Data

The Ring Chart and Priority Data segment of the CR form (Figure 5-5) provides the SPAWAR CCB
with information as to the specific Ring Chart that is affected with an explanation as to what portion
of the Ring Chart is changed.

The priority data in this segment of the form lets the SP A W AR CCB know if the CR requires
expedited or rapid response. The priority selection should be treated with due consideration to avoid
a "priority abuse" problem where the majority of the CRs submitted are high priority requiring rapid
response. Rapid response requirements should be the exception and not the rule.

FIGURE 5-5 RING CHART AND PRIORITY DATA

5.1.6 Background Information

The Background Information segment of the CR form (Figure 5-6) should be used to provide the
SP A W AR CCB with information as to the circumstances that lead up to the requirement for a
change. A typical background statement might describe problems discovered in testing, update
requirements based on policy changes, or planned updates required to add capabilities.

FIGURE 5-6 BACKGROUND INFORMATION
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5.1.7 Y2K Tracking Data and Justification

The Y2K tracking data and justification segment of the CR form (Figure 5- 7) is essential to achieve
approval ofCRs through 15 March 2000. No changes will be authorized unless adequate information
is given to justify the change and identify the Y2K tracking status of the change. Additional Y2K
authority approval is generally required, but this data is the minimum required by the SP A W AR
CCB.

Y2K? ~V2K TrsekinJJ #~ ~-

Y2K? 1 -JY2K Tracking #: "-J

Is this change necessary to ensure operational availability of the system ?

Yes r=:J1 N o L~-"--""~

LJnerational A vailabilitv Justification :

FIGURE 5-7 Y2K TRACKING DATA AND JUSTIFICATION

5.1.8 Funding Impact Description

The Funding Impact description area of the CR form (Figure 5-8) is intended to provide a statement
regarding whether unplanned budgetary adjustments are required to accommodate this change. If the
change has a funding impact, then some description as to how the funding requirements will be met
is required.

~'undin!! Imoact (Current/End-vear):

FIGURE 5-8 FUNDING IMPACT DESCRIPTION

5.1.9 Recommended Action Description

The Recommended Action description field on the CR form (Figure 5-9) is intended to describe
exactly what change action is required. This description should include statements regarding who
will perform the installation, what additional testing may be required, and, specifically, what is the
approach to implementing the change being proposed.
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FIGURE 5-9 RECOMMENDED ACTION DESCRIPTION

5.1.10 Description of Technical Impact of Action

The Technical Impact field on the CR form (Figure 5-10) is intended for a more detailed technical
description of the change. Specific technical details such as changes to data exchange functions,
changes to user interface functions, and/or changes to hardware configurations should be addressed.
This impact description should summarize the technical benefits to the end users once the change is
properly installed.

FIGURE 5-10 DESCRIPTION OF TECHNIC;AL IMPACT OF ACTION

5.1.11 Non-Approvallmpact Statement

The "Technical Impact if Recommended Action Is Not Approved" segment of the CR form (Figure
5-11) should alert the SP A W AR CCB regarding the impact of!!2! approving the change action. A
typical example would be that disapproval or failure to approve the change would result in a system
being unable to properly process FYOO data or that the system would probably fail at some point
during its operation.

FIGURE 5-11 NON-ApPROVAL IMPACT STATEMENT

5.1.12 Installation Responsibility

The Installation Responsibility field informs the SP A W AR CCB as to who will install the change if

approved. (Figure 5-12)

5-6



Section 5 SPAWAR CCB Handbook
Version 1.3b 08/21/2000

FIGURE 5-12 INSTALLATION RESPONSIBILITY

5.1.13 Funding Data

The Funding Data segment of the CR form (Figure 5-13) provides more detailed information
regarding the Type and/or Source of funding for implementing the proposed change. Sources such as
R&D, OPN, and OMN should be identified as well as specific project/sponsor information.

11 1 1 2 1 3~ I 1J 2 ! 3 }

Type/Source of Funding: R&D J1 OPN """Cc",""cm.jl OMN "" 11

Other 1~(ExDlain):

FIGURE 5-13 FUNDING DATA

5.1 .14 Change Implementation Data

The fmal segment of the CR form (Figure 5-14) provides information regarding the implementation
of the proposed change including how it will be accomplished (software distribution, mail out, field
change, SHIPALT, or other). This segment provides a field for providing further information (the
"(Explain)" field) as well as buttons for attaching files.

As a general policy, changes to Level 2 Ring Charts should be accompanied by attached drawings
illustrating the "CURRENT" or current configuration of a system and another drawing illustrating
the Qroposeg configuration after a change is made.

-

Change Implementation: S/W ~I Mail Out ~I

l -~ I .4 i L ~cc~ 3 L.~ j o
Field Chan~e l, 1 Shin Alt c","-"-11 Other 'cc"
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FIGURE 5-14 CHANGE IMPLEME;NTATION DATA

.

.
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Section 6

6 SPAWAR Software Version Policy Summary
The SP A W AR CCB has implemented a software version management policy for the Command in
order to manage the software releases through the SP A W AR CCB process. The fundamental
principle of the SPA W AR software version management policy is that the SPA W AR CCB will
manage only Major and Minor Software Releases (defmed in Section 6.1), delegating other software
releases such as Maintenance and Patch releases to PD CCBs.

The Major and Minor software release numbers will be shown on the SP A W AR CCB CI, the Fills.
Where appropriate, software releases will be defined by a Load Plan for each ship which identifies
the components and load locations of each component on the ship's LAN .

Major and Minor Software Version Releases --Definitions6.1

A Major Software Version Release is a software version that will change a software program in a
significant way with regard to how it functions. A Major Software Version Release will:

.Add significant new functional capabilities

.Add a new external system interface

.Create a significant change to an existing interface

.Accomplish the integration of a major Common Operating Environment (COB) release

.Implement any other type of change which requires an OPBV AL

A Minor Software Version Release will change a software program in a less significant way, but will
nonetheless change the way a software program functions. A Minor Software Version Release will:

.Implement an enhancement to an existing function

.Implement a change to an interface

The word Minor in this case is not intended to imply that Minor Software Version Releases are
unimportant. Minor Software Version Releases are still important enough to warrant SPA W AR

CCB approval.

6.2 Software Version Identifiers

In order to properly identify software versions, each program office will assign a unique Software
Version Identifier to their software product baselines. The Software Version Identifier must identify,
at a minimum, ~ millQr., maintenance, and/or ~ level software versions.

6.3 Software Load Plans
Software Load Plans shall be developed which describe each software component within the
software product baseline

.As an example, Microsoft Explorer 5.0 is listed as part of a specific Government-Off-the-
Shelf (GaTS) Delta Load, which is part of a specific Global Command and Control
System- Maritime (GCCS-M) software version.

.Vendor product version numbers will be included in each load plan
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6.4 Software Version Designation Requirements

6.4.1 Software Version Identifier

The Software Version Identifier will be include a system name or acronym followed by two or more
version designator groups. Each designator group can be made up of one or more characters or digits
(e.g. ABCDFE 1.0.12.0).

. The system name will be assigned by the SPA W AR program office and should include
the short program name and may include additional identifiers. (e.g. GCCS-M Ashore

1.0.0.0)

6.4.2 Major Release Designator
The Major Release Designator (usually the fIrst designator in the series) will be changed to reflect:

.Significant new functional capability

.

.

.

A new external system interface

A significant change to an existing interface

Integration of a major COB release

Any other type of change which requires an OPBV AL.

6.4.3 Minor Release Designator

The Minor Release Designator (usually the second designator in a series) will be changed to reflect:

.A minor functionality enhancement

.A minor change to an interface

.Figure 6-1 illustrates typical software version identification scheme.

Note: Minor changes are not maintenance releases or "patches" which are intended to flX problems
without changing the system's function or its interfaces. Additional designators may be used by
individual projects in accordance with whatever local standards apply to identify maintenance
releases and/or patches.

VI So

r

21SRCS

T
System minor

release

"Patch" or

Fixname

major

release

+

1

maintenance

release

+

2

1

5DAMA 1

FIGURE 6-1 EXAMPLE SOFTWARE VERSION IDENTIFIERS
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7 SPAWAR CCB Signature Page Guidance

For all SPAWAR personnel who may be involved in either establishing signature requirements or
communicating with signatories, this section provides guidance to further explain the Signature Page
process. The purpose of the SPA W AR CCB Change R.equest Signature Page requirement is to
ensure that adequate review and staff work has been accomplished prior to the SP A W AR CCB
voting on the change. The following paragraphs describe how to get started and what signatures may
be required.

7.1 Getting Started

All Change Requests submitted to the SPA W AR CCB must be accompanied by a completed
signature sheet prior to being voted on by the board. The following steps represent a typical
approach to getting the signature process started.

1. Enter Change Request on the SP A W AR CCB website. Make sure all ships and shore
sites are listed (see Section 5). Provide installation schedule information either as an
attachment or summarized in the Installation Responsibility field.

2. Contact the appropriate change manager (see Appendix B, Table Bl) to get briefmg
templates and signature sheet and discuss outstanding technical issues and concerns.
Working with the change manager on a ftequent (possibly daily) basis is recommended to
ensure a smooth transition to the CCB.

3. Contact 051 (Judy Byram) to identify which signatures are required for the Change
Request (see the "Required Signatures" section later in this document). At this point,
there will be a discussion regarding the interfaces to your system. A signature will be
required from engineers representing each of the systems with which your system has an
interface.

4. Contact signatories listed (Appendix B) for review of the Change Request. If there is a
disagreement on the change, document the disagreement, and discuss with change
manger/051 for best resolution prior to CCB. If no resolution, present to the CCB for
discussion and resolution.

The effort to collect signatures starts by contacting SPA W AR 051 (Judy Byram for FMP , Allen
Heaberlin for SCN, Charlie Suggs for Shore -see Appendix B, Tables B2, B3, B4, and B5 for
contact information) to determine which signatures are required.

Note:

Actual signatures are not required to complete a Signature Page. Signature Pages
may be completed by emailing the Change Request package to a reviewer and
soliciting an email response in return. Once a response has been received the
Signature Page can be annotated appropriately (" Approve " or " Disapprove ", and

"Signature/Name ") indicating the response. Email responses must be retained to
validate information indicated on the completed Signature Page.

It is the responsibility of SPAWAR 051 to review signature guidance, system documentation
(Functional Interface Diagrams -FIDs), and other information required to assist the Change Request
originator in determining who must review and approve the proposed change. The second column in
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the Signature Table will be annotated at this point with an indication as to which organizational
elements are required to review the Change Request and sign the Signature Page.

7.2 Required Signatures

For all CR's a minimum set of signatures is required. Currently, all CR's require signatures from
Systems Engineering (SPAWAR 051), Test & Integration (SPAWAR 053), Logistics (04L), and
Security (PMW 161). For SCN platfonns, additional signatures are required from the applicable
SPA W AR 054 Platform Manager, and SSC Charleston. The SPA W AR CCB Chairperson (051) will
provide a fmal approval to all CR's following approval by the board and completion of any pending
actions.

1. For SCN changes, the applicable Platform Manager will review each CR to ensure that
no issues exist from the standpoint of funding, schedule, etc. (SCN only).

2. Systems Engineering (051) will be reviewing interface and connectivity information to
determine if additional PMW's or other organizations are required to review the proposed
change.

3. 04L will review each CR from a logistics support perspective to ensure that funding for
spares, training, installation, and other logistics issues are adequately addressed.

4. Security (PMW 161) will review the change to ensure that security requirements for
information and communications continue to be satisfied.

5. Integration and Test (053) will determine if adequate testing is planned or has been
accomplished in order to proceed with the proposed change.

6. The fmal signature will be from an 051 representative as a review step prior to submitting
the CR for SPAWAR CCB consideration. Upon approval by the SPAWAR CCB, CR's
will be signed by the CCB Chair, the SPA W AR. Systems Engineer, 051.

Note:

At a minimum, representatives for every compone~rt or system which is connected to
the subject system (as indicated in a Level2 FID) must review the proposed change.
Additional p MW' s may be required to review the change to verify that changes to
information exchange interfaces (not always obvious on a Level 2 FID) are handled
properly.

7.3 Required Signatures

Additional reviews and signatures will be required when circumstances warrant. The following
general guidelines apply for the remaining signatures which may be required.

1. PMW 158 may be asked to review the change to determine if there is a significant impact
on LAN connectivity .

2. SPAWAR 04F (Afloat Installations) may review the change to determine if any
significant accommodation is required fronl an installation perspective on afloat
platforms. The SPA W AR 04 Work Plan may be reviewed as part of this step.

3. SP A W AR 04N (Shore Installations) may review a change involving shore installations to
determine if there is any impact on shore installation planning. Once again, the
SPA W AR 04 Work Plan may be reviewed for possible changes.
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4. SPA W AR 04R (Resources Management) may review a change that has any potential to

change the SP A W AR 04 Work Plan or affect the 04 installation budgets.

5. SPA W AR 052 (Plans and Budget) may review any change that has the potential to affect

the command's budgetary or schedule plans.

6. Naval Computers and Telecommunications Command (NCTC) will review any proposed

change to a shore-based Navy system.

The following page illustrates the current signature page format.
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. SP A WAR CCB CHANGE REQUEST SIGNATURE PAGE

CRDate
System Nomenclature:
PMW:

Originator:
Change Title:
Hamre Itr Compliance: Y es I N0/NA
Y2K tracking number:

Y2K correction: Yes I No

Si2nature table:

Change Type: H/W s/W Both-

TCD Bust: ~No FBC Change: Yes I No

Approve Disappro~reSignature

ReQuired

Print Name/Signature Date

System Engineer
SPAWAROSl *

SPAWAROSl Shore

PMW

PMW

PMW

SCN Platform Manager

Security
PMW 161 *

LAN Connectivity

PMWl58

Platform Managers
SSC Charleston

Logistics Management
SPAWARO4L *

Afloat Installations

SPAWARO4F

Shore Installations
SPAWARO4N

Resources Management
SPAWAR 04R

Plans & Budget

SPAWARO52

Systems Integration &
Test SPA W AR 053 *

NCTC

CCB Chair (051)
Approval *

* Minimum Required Signatures

Comments:

FIGURE 7-1 SPAWAR CHANGE REQUEST SIGNATURE PAGE
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7.4 Change Coordinators

SPAWAR 051 has assigned change management coordinators for PD13, PD15, PD16, PD17, PD18,
SCN, and Shore to assist in facilitating the change management process. These people have been
assigned with the intent of making the change management process run as smoothly as possible.
Please consult with them regarding any issues involving Change Request processing and they will
attempt to resolve the issues promptly. The table below provides contact information for these
individuals.

The following tables provide additional contact information. Table B2 (Appendix B) provides a list
of people with responsibilities to sign FMP and Shore Change Request Signature Pages and Table B3
provides a list of people who are responsible for signing I..PD-17 Change Request Signature Pages.
Table B4 provides a list of people who are responsible for signing all SCN related CVN Change
Request Signature Pages. Table B5 provides a list of signatories for SCN related DDG CR's.
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051Judy Review overall technical impacts and ensure conformity,
Byram ensure package consistency (ie. presentation accurately
(FMP) supports CR de!>cription), review for accurate list of ships

and/or shore siteis, review proposal for potential impacts to
other SPAWAR systems across the 7 network layers, ensure
completion of CR Signature Page.051Allen

Heaberlin
(SCN)

051-2 John

Myles

(Shore)

Level 2 Functionlal Interface Diagrams (FID's), Installation
Control Documents (ICD's), Interface Design Drawings
(IDD's) NOTE: For Submarine Interfaces see Appendix 1

Level 2 Functionral Interface Diagrams (FID's), Installation
Control Documents (ICD's), Interface Design Drawings
(IDD's) NOTE: F()r Submarine Interfaces see A endix 1

§ evel 2 Functional Interface Diagrams (FID's), Installation
Control Documents (ICD's), Interface Design Drawings

I (IDD's) NOTE: Flor Submarine Interfaces see Appendix 1

Level 2 Functional Interface Diagrams (FID's), Installation
Control Documents (ICD's), Interface Design Drawings
(IDD's) NOTE: For Submarine Interfaces see Appendix 1

Final Installation Control Documents (ICD's), Technical
I

Manuals Cost l!}f~rmation !

SCN

Manager
Platform

Jim

Burqess

SCN

Manager
Platform Travis

Tillman
Final Installation Control Documents (ICD's),
Manuals; Cost Information

Technical

SCN

Manager
Platform Final Installation Control Documents (ICD's),

Manuals, Cost Info~~ation
TechnicalNick

Medved

Security

PMW 161
Dave

Grotty

See Attached Document Appendix ~ and Flow Charts
Appendix 3 for process

LAN Connectivity

PMW 158
Review for LAN Utilization, if system utilizes the LAN
ensures that the SSIL Process has been followed. See I

I Appendix 4 for process

! Final Installation Control Documents {ICD's), Technical

Manuals, Co~f,Drmation

COR

Michael

ZieQler

Platform Managers

SSC Charleston
Mike
Cullison

Platform Managers

SSC Charleston
Final Installation Control Documents (ICD's),
Manuals, Cost InflDrm~tion

TechnicalMike
Steinback

~

Final Installation Control Documents (ICD's),

Ma~~a's, Cost InflDrmation

Platform Managers

SSC Charleston
TechnicalNick

Medved
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Logistics Management

SPAWAR 04L

Dave

Williamson

Review items identified in Appendix 5 attached

Afloat Installations

SPAWAR 04F

Carlos
Moiler

-FBC Yes/No

YES: BFI CCB 'submission required and determination of
TCD bust
NO: " Non-Standc~rd " A-D msg. required

-What category of install is this.

CAT lor II: BFI CCB required Cat III: No BFI CCB

-Work plan Submission -Yes/No

If a new chan!~e: Supply the urgency of the installation
requirement.

If Installation required: submitted to the work plan for
updating TLS.

-Certification Requirements -Are all certification
requirements complete? (I.E., Y2K, etc) needed for A-D
msQ.

Shore Installations

SPAWAR 04N
Don
Alkema

Functional description of system or change, Fielding Plan
and Integrated Lclgistics Support (ILS) Plan

Resources

Management

SPAWAR 04R

LCDR
John
Gauthier

PMW fielding plian, Status of ICD/SAR/JCF development
and approval, E,quipment availability status in relation to
planned installatilDn schedules (EDD's), Status of budget to
support install (inclusion in the current version of the N6
Matrix etc..

Plans & Budget

SPAWAR 052

Mark
Evans

Funding information: subhead, program, type of money, is it
in budget, does the impending change increase or decrease
the bottom line TOA? Operational imoact.

Systems Integration &
Test SPAWAR 053

Sherwin
Jacobson

Testing coordinated with 053; Testing Events Complete.
Review items identified in Appendix 6 attached

Logistics, Personnel Training, Personnel Support,
Equipment Maintenance (warranties, POCs for support, ...),
Equipment Consumables, Incompatibilities with Non-
SPAWAR C41SR Systems

NCTC COR Rich

Wagner

On the actual signature sheet the CCB Chair willl sign, date, add any comments as
necessary and state the CR's disposition.
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. Appendix A-l PMW-173 Requirements For CCB Signature

Installation on SSN :

.Document reference for the approved submarine-applicable Ship Alteration Drawing and
Ship Alteration record (SAR) or TEMP AL T or OPAL T or Engineering Change Proposal

.Copy of the System Operational Verification Test (SOVT) (may be unsigned)

Installation on SSBN :

.Document reference for the approved Engineering Change or Installation Change or
Temporary Engineering Change Order

.Copy of the SOVT (may be unsigned)

Shore installation:

.Document reference for the approved Base Electronic System Engineering Plan
(BESEP)

.Document reference for the approved Installation Design Plan (IDP)

.Copy of the SOVT (may be unsigned)

Documentation establishing operational suitability:

.Preferred: Document reference for the approved OPEV AL report (OPTEVFOR fmding
of operationally suitable and operationallyeffective)

.Alternate: Copy of the user documentation to be validated and/or verified at land-based
test facility (requires that development program supply funding):

Operator manuals

Maintenance Manuals

Vendor Manuals

Hardware and Software interface documentation:

.Copy of the Interface Control Drawings (ICD) or equivalent for all hardware interfaces

.Copy of the Interface Requirements Specifications (IRS) or equivalent for all software
interfaces

Land-based integration testing:

.Production system (hardware and software) remains at a land-based submarine t~st

facility

.Integration test report

References:

Ship Alt. Dwg.: SL720-AA-MAN-O20 TS-9090-600

SAR: SL720-AA-MAN-O20 TS-9090-500B
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TEMPALT, OPALT: NA VSEAINST 4720.14 B, NA V SEA S9070-AA-MME-010/SSN/SSBN

Engineering Change, Installation Change, Temporary Engineering Change Order: NA V SEA
T9410-BU-PRO-010/MOD SOP, REV.A

BESEP, IDP, SOVT: SPA W AR Shore Installation Process Handbook, promulgated 27 Aug 99
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Appendix A.2

Appendix A-2 PMW-161 Review or SPAWAR CR

The following information provides explanations of the PMW-161 Review of SPAWAR CR
flowcharts. The text summaries can be applied equally to either the "PMW-161 is the CA" or
"PMW-161 is not the CA" with one exception. For systems that PMW-161 is the CA, the security
impact to the target system itself, as well as any systems it interfaces with will be determined. For
systems that PMW -161 is not the CA, only the security impact to the systems that the target system
interfaces with will be considered.

Any questions regarding the PMW-161 CR review process can be addressed to David Crotty, (619)

524-7341, crott,yd@sRawar.navv.mil.

Input CR:

This is the initial notification provided to PMW-161 regarding a particular CR submittal..

Is it an AIS?:

.PMW -161 evaluates the CR to determine of the target system falls within the scope of
DoDD 5200.28 (Security Requirements of Automated Information Systems). If it does,
further security analysis will be performed. If not, PMW -161 will recommend approval
of the CR.

Has the System Addressed IA V As:

.Infonnation Assurance Vulnerability Alerts (lA V As) are DISA or NCTF-CND generated
alerts targeting serious vulnerabilities found in COTS products or applications. The alert
provides details on what the vulnerability is, what can be done to a system if the
vulnerability is exploited. The alert also details steps to be taken to eliminate or
minimize the vulnerability .

.As the lAVA focal point within SPAWAR, PMW-161 collects lAVA responses and
maintains a compliance matrix for systems developed by the command.

.PMW-161 will check the compliance matrix and look for Red (no response) or Yellow
(waiver request or uncompleted compliance dates) entries corresponding to the target

system.

.If all responses are Green, evaluation of the CR will continue. If one or more responses
are either Yellow or Red, PMW-161 will contact the originating PMO to attempt to
resolve the issue(s) (see Disapproval Caution Loop description below) and update the

lAVA compliance matrix accordingly.

Disapproval Caution Loop:

.Prior to recommending disapproval ofa CR, PMW-161 will contact the originating PMO

to address the security issue.

.If the issue is addressed satisfactorily, evaluation of the CR will continue.

.Ifthe issue is not addressed satisfactorily, PMW-161 will recommend disapproval of the

CR.
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Is PMW-161 the CA?

.Whether or not PMW-161 is the Certification Authority (CA) for the system will affect
the level of security investigation that will be done for the CR.

.If PMW -161 is the CA, the CR will be evaluated for internal system security issues and
security issues with interfa~ systems in accordance with this flowchart.

.If PMW -161 is not the CA, the CR will be evaluated for security issues with interfaced
systems only. Evaluation will continue with the: "PMW -161 is not the CA " flowchart.

Is the System Accredited or does it have an IA TO?

.Has the system completed the DoD Information Technology Security Certification And
Accreditation Process (DITSCAP) and been granted either full accreditation or Interim
Approval To Operate (IATP)?

I
.If so, does PMW -161 have copies of the current accreditation documentation for the

target system?

.If the system does not have formal approval to operate, PMW -161 will evaluate the
available security related documentation.

Does Sufficient Security Documentation Exist?

.Has the DITSCAP been initiated for the target system?

.If not, is information regarding security CONOPS, security requirements, security testing
and evaluation, and risk assessment for the system available?

Is There a Plan to Produce this Information?

.PMW-161 will discuss the DITSCAP requirements with the affected system's PMO.

.The PMO and PMW-161 will develop an accreditation POA&M for the system's
negotiation of the DITSCAP .

.If the plan is satisfactory, evaluation will continue with the required security
documentation being produced.

.If an accreditation p Ian is not generated for the system, PMW -161 will further investigate
the issue with the affected system's PMO (see Disapproval Caution Loop description
above).

PMO Produces Relevant Security Information

.PMW-161 will work with the system's PMO to obtain proper information to access the
security impact of the CR.

Access the CR's Security Impact

.PMW -161' s primary evaluation goal will be to determine the impact of the CR to the
system's security requirements and the manner in which these requirements are

implemented.

. Typical questions are:

o Does the CR add new security requirements or remove existing requirements?
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o Does the CR affect the manner in which the system interfaces to other systems?

o Are new protocols being introduced?

o Does the system adhere to the Fleet Firewall Policy (if applicable)?

o Does the CR introduce connections between differing classification levels?

Is the Impact Significant?

If the security requirements, or their implementation, is not affected by the CR, PMW-
161 will recommend approval.

.

.If the security requirements, or their implementation, is affected by the CR, evaluation of
the CR will continue.

Is the Risk Acceptable?

.If the CR has not introduced any new vulnerability, PMW-161 will recommend approval.

.If a new vulnerability is introduced, what is the chance that it will be exploited? And,
what would be the affect of successful exploitation to the target system, or systems the
target interfaces with?

.If the introduced vulnerability is not significant, PMW-161 will recommend approval.

.If the introduced vulnerability is significant, PMW-161 will work with the system's PMO
to help identify ways to mitigate the new vuhlerability (see Disapproval Caution Loop
description above).

Recommend Approval

.A CR approval recommendation from PMW 161 may require the PMO to perform
additional actions to maintain the target system's accreditation package in accordance
with the DrrSCAp

.If the CR had a significant security impact and 1:he target system is accredited, the System
Security Authorization Agreement must be updated, and a re-accreditation statement
released by the system's Designated Approval Authority (DAA).

.If the CR had a significant security impact and the target system is operating with an
JATO, either new JATO, or accreditation statement must be released by the system's
DAA.

.If the CR had a significant security impac1: and the target system has neither an
accreditation statement nor an JATO, the system's DAA must issue an official
authorization to operate.

.If the CR does not have a significant security impact, the accreditation documentation is
not impacted.
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Appendix A-5 CR Logistics Requirements Checklist

CR NUMBER:

SUBJECT:

CR DATE:

CODE 04L APPROV AL:

SUBMITTED BY:

LOGISTICS IMPACT AREAS: If you answer yes to any of these questions. What ILS
support is available or planned to be available to support the logistic impact before
installation date?

1 Maintenance Planning, Product Data, Training:

YES NO REMARKS

D D

D D

D D

D D

D D

D D

D
D

D
D

D D

D D

a. Will this change require an update to the

Spares Analysis and/or Maintenance Plan?

b. Will this change impact on maintenance

procedures or periodicity?

c. Will this change require revision to

the maintenance course?

d. Will this change require revision to or new

MRCs?

e. Will this change require revision to

technical manuals?

f. Will this change require revision to and/or

new drawings to be made?

g. Is a new system's nomenclature required to

accurately reflect the change?

h. Will this change require revision of specifications?

h. Will this change require revision of

Installation Change Drawings (ICD)s ?

j. Will this change require revision to

the pas or any other training materials?

k. Will this change require revision to

the operator course? D D
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2. Support Equipment, Facilities, PHS& T:

YES NO REMARKS

a. Will this change require revision to

support equipment and/or test equipment

needed at either Depot or User levels?

b. Will this change require any additional

facilities at either Depot or User levels?

c. Will this change require an update to the

PHS&T?

D D

D D

D D

3. Supply Support, Personnel/Manpower I

D D

D D

D D

a. Will this change require revision to

provisioning lists and/or spares lists?

b. Will this change require revision to National

Stock Numbers (add, delete, modify)?

c. Will this change require interim Fleet Support

before the supply system is updated?

d. Will this change require any revision to

manpower and/or ratings? 0 D

4. Design Interface, Computer Resources SUpplOrt:

D D

D D

D D

D D

a. Does this change require retrofit of existing

hardware, fielded systems, or on-hand spares!'

b. Will this change require revision to

any system power requirements?

c. Will this change impact on any hardware

physical/electrical interfaces?

d. Will this change require the fabrication of new or

modification of existing hardware interfaces?

e. Will this change require revision of any
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D D
f.

D D

software developed for the system?

Will this change require any revision to

the commercial software baseline?

Will this change require any additional ADP hardware,

either in the system or at the SSA ?

9

D D

5. Funding Issues:

YES NO REMARKS

D D

a. Are their any high cost driver(s) that are

un-funded as result of this proposed change

b. Are necessary resources available to implement

this change (personnel, equipment, facilities)?

c. Will contracts and or delivery orders be issued

to implement this change?

D D

0 D

"Yes" above:
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Appendix 6- Change Request (CR) -SPA W AR 053 Checklist

CR NUMBER: CR DATE: SUBMITTED BY:

System Intearation and Testina:

Change Development Process: YES NO REMARKS

D
D

D

D
D
D

D D

D D

D D

a. Are interface requirements defined?

b. Was testing coordinated with SPAWAR 053?

1) Was SPAWAR 053 provided with Test Plan's?

2) Was SPAWAR 053 provided with Test

Procedures?

3) Was SPAWAR 053 provided with Test

Schedules?

4) Was SPAWAR 053 provided with Test

Configuration?

c. Was establishment of interoperability testing

requirements, coordinated with SPAWAR 053?' D D

D D

D D

o
o

D

D

5. CR Approval

a. Interfaces:

1) Were all defined interfaces tested jaw Test 1::>lan?

2) Was interoperability (Level 2) testing coordinated

with SPAWAR 053?

b. Results:

1) Were Testing events completed jaw Test Plan?

2) Was SPAWAR 053 provided Test Summar)l?
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c. Trouble Reports (TR)

1) Number of TRs identified?

Other:

Pri: 1 Pri: 2 Pri: 3

2) Disposition of TR's identified above. (Sepalrate Sheet provide the following

information)

a. Priority

b. Description of TR

c. Plan of action

d. Risk assessment
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APPENDIX C: ACRONYMS

BPI CCB

BG

Battle Force Integrated Configuration Control Board

Battle Group

C4ISR

CA

CCB

CDR

CI

CM

COE

CONOPS

COTS

CR

Command, Control, Communicatic)ns, Computers, Intelligence,
Surveillance and Reconnaissance

Certification Authority

Configuration Control Board

Critical Design Review

Configuration Item

Configuration Management

Common Operating Environment

Concept of Operations

Commercial Off -the-Shelf

Change Request

DAA

DII COB

DISA

DITSCAP

Designated Approval Authority

Defense Information Infrastructure Common Operating Environment

Defense Information Systems Agency

Information Technology Security Certification and Accreditation Process

EP Exception Page

FID Functional Interface Diagram
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GCCS-M

GOTS

Global Command and Control System -Maritime

Government Off-the-Shelf

IATO

lAVA

Interim Approval To Operate

Information Assurance Vulnerabilit)' Alerts

NCTC

NOC

Naval Computer and Telecommunication Command

Network Operations Center

PD

PMO

POA&M

Program Directorate

Program Management Office

Plan of Action and Milestones

SCN

SPAWARCCB

(Refers to new construction)

SP A W AR Configuration Control Board
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